UNIT-IV
AUTHENTICATION SERVICES-EMAIL SECURITY

Pretty Good Privacy

PGP is a remarkable phenomenon. Largely the effort of a single person, Phil Zimmermann, PGP

provides a confidentiality and authentication service that can be used for electronic mail and file
storage applications.

1.
2.

Selected the best available cryptographic algorithms as building blocks

Integrated these algorithms into a general-purpose application that is independent of
operating system and processor and that is based on a small set of easy-to-use commands
Made the package and its documentation, including the source code, freely available via the
Internet, bulletin boards, and commercial networks such as AOL (America On Line)

Entered into an agreement with a company (Viacrypt, now Network Associates) to provide a
fully compatible, low-cost commercial version of PGP

PGP has grown explosively and is now widely used. A number of reasons can be cited for this

growth:
1.

It is available free worldwide in versions that run on a variety of platforms, including
Windows, UNIX, Macintosh, and many more. In addition, the commercial version satisfies
users who want a product that comes with vendor support.

It is based on algorithms that have survived extensive public review and are considered
extremely secure. Specifically, the package includes RSA, DSS, and Diffie-Hellman for public-
key encryption; CAST-128, IDEA, and 3DES for symmetric encryption; and SHA-1 for hash
coding.

It has a wide range of applicability, from corporations that wish to select and enforce a
standardized scheme for encrypting files and messages to individuals who wish to
communicate securely with others worldwide over the Internet and other networks.

It was not developed by, nor is it controlled by, any governmental or standards organization.
For those with an instinctive distrust of "the establishment," this makes PGP attractive.

PGP is now on an Internet standards track (RFC 3156). Nevertheless, PGP still has an aura of
an antiestablishment endeavor.

Notation

The following symbols are used:

Ks =session key used in symmetric encryption scheme

PR, =private key of user A, used in public-key encryption scheme

PU,=public key of user A, used in public-key encryption scheme

EP = public-key encryption

DP = public-key decryption

EC = symmetric encryption

DC = symmetric decryption

H = hash function

| | = concatenation

Z = compression using ZIP algorithm

R64 = conversion to radix 64 ASCIl format
Operational Description
The actual operation of PGP, as opposed to the management of keys, consists of five services:

authentication, confidentiality, compression, e-mail compatibility, and segmentation



Authentication
The digital signature service provided by PGP. The sequence is as follows:
1. The sender creates a message.
2. SHA-1is used to generate a 160-bit hash code of the message.
3. The hash code is encrypted with RSA using the sender's private key, and the result is
prepended to the message.
4. The receiver uses RSA with the sender's public key to decrypt and recover the hash code.
5. The receiver generates a new hash code for the message and compares it with the
decrypted hash code. If the two match, the message is accepted as authentic.
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The combination of SHA-1 and RSA provides an effective digital signature scheme. Because
of the strength of RSA, the recipient is assured that only the possessor of the matching
private key can generate the signature. Because of the strength of SHA-1, the recipient is
assured that no one else could generate a new message that matches the hash code and,
hence, the signature of the original message.
Confidentiality
Another basic service provided by PGP is confidentiality, which is provided by encrypting messages
to be transmitted or to be stored locally as files. In both cases, the symmetric encryption algorithm
CAST-128 may be used. Alternatively, IDEA or 3DES may be used. The 64-bit cipher feedback (CFB)
mode is used.
1. The sender generates a message and a random 128-bit number to be used as a session key
for this message only.
2. The message is encrypted, using CAST-128 (or IDEA or 3DES) with the session key.
The session key is encrypted with RSA, using the recipient's public key, and is prepended to
the message.
4. The receiver uses RSA with its private key to decrypt and recover the session key.
5. The session key is used to decrypt the message.
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Confidentiality and Authentication

Both services may be used for the same message. First, a signature is generated for the plaintext
message and prepended to the message. Then the plaintext message plus signature is encrypted

4——Destination B——»



using CAST-128 (or IDEA or 3DES), and the session key is encrypted using RSA. This sequence is
preferable to the opposite: encrypting the message and then generating a signature for the
encrypted message. It is generally more convenient to store a signature with a plaintext version of a

message. Furthermore, for purposes of third-party verification, if the signature is performed first, a
third party need not be concerned with the symmetric key when verifying the signature.
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Compression
PGP compresses the message after applying the signature but before encryption. This has the
benefit of saving space both for e-mail transmission and for file storage. The placement of the
compression algorithm, indicated by Z for compression and Z* for decompression
1. The signature is generated before compression for two reasons:
a. It is preferable to sign an uncompressed message so that one can store only the
uncompressed message together with the signature for future verification. If one signed
a compressed document, then it would be necessary either to store a compressed
version of the message for later verification or to recompress the message when
verification is required.
b. Even if one were willing to generate dynamically a recompressed message for
verification, PGP's compression algorithm presents a difficulty.
2. Message encryption is applied after compression to strengthen cryptographic security.
Because the compressed message has less redundancy than the original plaintext,
cryptanalysis is more difficult. The compression algorithm used is ZIP.

E-mail Compatibility
When PGP is used, at least part of the block to be transmitted is encrypted. If only the signature
service is used, then the message digest is encrypted (with the sender's private key). If the
confidentiality service is used, the message plus signature (if present) are encrypted (with a one-
time symmetric key).
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On transmission, if it is required, a signature is generated using a hash code of the uncompressed
plaintext. Then the plaintext, plus signature if present, is compressed. Next, if confidentiality is
required, the block (compressed plaintext or compressed signature plus plaintext) is encrypted and
prepended with the public-keyencrypted symmetric encryption key. Finally, the entire block is
converted to radix-64 format.

On reception, the incoming block is first converted back from radix-64 format to binary. Then, if the
message is encrypted, the recipient recovers the session key and decrypts the message. The
resulting block is then decompressed. If the message is signed, the recipient recovers the
transmitted hash code and compares it to its own calculation of the hash code.

Segmentation and Reassembly

E-mail facilities often are restricted to a maximum message length. For example, many of the
facilities accessible through the Internet impose a maximum length of 50,000 octets. Any message
longer than that must be broken up into smaller segments, each of which is mailed separately. To
accommodate this restriction, PGP automatically subdivides a message that is too large into
segments that are small enough to send via e-mail. The segmentation is done after all of the other
processing, including the radix-64 conversion. Thus, the session key component and signature
component appear only once, at the beginning of the first segment. At the receiving end, PGP must
strip off all e-mail headers and reassemble the entire original block

Cryptographic Keys and Key Rings
PGP makes use of four types of keys:
e one-time session symmetric keys

public keys

private keys

passphrase-based symmetric keys
Three separate requirements can be identified with respect to these keys:
1. A means of generating unpredictable session keys is needed.
2. Allow a user to have multiple public-key/private-key pairs.
3. Each PGP entity must maintain a file of its own public/private key pairs as well as a file of
public keys of correspondents.
Session Key Generation



Each session key is associated with a single message and is used only for the purpose of encrypting
and decrypting that message.

Key Identifiers

An encrypted message is accompanied by an encrypted form of the session key that was used for
message encryption. The session key itself is encrypted with the recipient's public key. Hence, only
the recipient will be able to recover the session key and therefore recover the message. If each user
employed a single public/private key pair, then the recipient would automatically know which key to
use to decrypt the session key: the recipient's unique private key.

The solution adopted by PGP is to assign a key ID to each public key that is, with very high
probability, unique within a user ID. The key ID associated with each public key consists of its least
significant 64 bits. That is, the key ID of public PUa is (PUa mod 264). This is a sufficient length that
the probability of duplicate key IDs is very small.

General Format of PGP Message (from A to B)

Content Operation

+ Key 1D of recipient's ‘
Session key pablic key (PU)

component Scssion key (K) [ E(PU .. %)
L

Key ID of sender’s
Signature pablic key (71

Leading two octets
of message digest

Message Digest E(PR .. *)
R64

zip E(K,*)

Message

Notation:
E(PU . * encryption with user b's public key
E(PR,. *) encryption with user a's private key
E(X,.*) encryption with session key
ap Zip compressson function
R64 Radix-64 conversion function
The message component includes the actual data to be stored or transmitted, as well as a filename
and a timestamp that specifies the time of creation.
The signature component includes the following:
e Timestamp: The time at which the signature was made.
e Message digest: The 160-bit SHA-1 digest, encrypted with the sender's private signature key.
The digest is calculated over the signature timestamp concatenated with the data portion of the
message component. The inclusion of the signature timestamp in the digest assures against replay
types of attacks. The exclusion of the filename and timestamp portions of the message component

ensures that detached signatures are exactly the same as attached signatures prefixed to the



message. Detached signatures are calculated on a separate file that has none of the message
component header fields.

e lLeading two octets of message digest: To enable the recipient to determine if the correct
public key was used to decrypt the message digest for authentication, by comparing this
plaintext copy of the first two octets with the first two octets of the decrypted digest. These
octets also serve as a 16-bit frame check sequence for the message.

o Key ID of sender's public key: Identifies the public key that should be used to decrypt the
message digest and, hence, identifies the private key that was used to encrypt the message
digest. The message component and optional signature component may be compressed
using ZIP and may be encrypted using a session key. The session key component includes the
session key and the identifier of the recipient's public key that was used by the sender to
encrypt the session key.

The entire block is usually encoded with radix-64 encoding.

Key Rings
key IDs are critical to the operation of PGP and that two key IDs are included in any PGP

message that provides both confidentiality and authentication. These keys need to be stored

and organized in a systematic way for efficient and effective use by all parties. The scheme used
in PGP is to provide a pair of data structures at each node, one to store the public/private key
pairs owned by that node and one to store the public keys of other users known at this node.

These data structures are referred to, respectively, as the private-key ring and the public-key

ring.

The general structure of a private-key ring , in which each row represents one of the
public/private key pairs owned by this user. Each row contains the following entries:

o Timestamp: The date/time when this key pair was generated.

e Key ID: The least significant 64 bits of the public key for this entry.

e Public key: The public-key portion of the pair.

e Private key: The private-key portion of the pair; this field is encrypted.

e User ID: Typically, this will be the user's e-mail address.

Private-Key Ring

Timestamp Key 1D* Public Key Encrypted User ID*
Private Key

- - - - -
- - - - -
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Public-Key Ring

Timestamp Key 1D* Public Key | Owner Trust] User ID* Key Signature(s) Signature
Legitimacy Trust(s)
¥ ) PU;mod 2% PU, wrust_flag, User i trust_flag,
- - - - - - - -
. - . . - - . -
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The private-key ring can be indexed by either User ID or Key ID; later we will see the need for both
means of indexing.
The procedure is as follows:

1. The user selects a passphrase to be used for encrypting private keys.

2. When the system generates a new public/private key pair using RSA, it asks the user for the
passphrase. Using SHA-1, a 160-bit hash code is generated from the passphrase, and the
passphrase is discarded.

3. The system encrypts the private key using CAST-128 with the 128 bits of the hash code as
the key. The hash code is then discarded, and the encrypted private key is stored in the
private-key ring.

This is a very compact and effective scheme. As in any system based on passwords, the security of
this system depends on the security of the password. To avoid the temptation to write it down, the
user should use a passphrase that is not easily guessed but that is easily remembered.

The general structure of a public-key ring. This data structure is used to store public keys of other
users that are known to this user. For the moment, let us ignore some fields shown in the table and
describe the following fields:

e Timestamp: The date/time when this entry was generated.

e Key ID: The least significant 64 bits of the public key for this entry.

e Public Key: The public key for this entry.

o User ID: Identifies the owner of this key. Multiple user IDs may be associated with a single
public key.

The sending PGP entity performs the following steps:

(This item is displayed on page 450 in the print version)
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PGP Message Generation (from user A to user B; no compression or Radix 64 conversion)

Signing the message

1. a. PGP retrieves the sender's private key from the private-key ring using your_userid as an
index. If your_userid was not provided in the command, the first private key on the ring is
retrieved.

2. PGP prompts the user for the passphrase to recover the unencrypted private key.

3. The signature component of the message is constructed
Encrypting the message

1. PGP generates a session key and encrypts the message.



2. PGP retrieves the recipient's public key from the public-key ring using her_userid as an
index.
3. The session key component of the message is constructed.

Passphrase
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PGP Message Reception (from User A to User B; no compression or radix 64 conversion)

The receiving PGP entity performs the following steps :

Decrypting the message
1. PGP retrieves the receiver's private key from the private-key ring, using the Key ID field

in the session key component of the message as an index.
2. PGP prompts the user for the passphrase to recover the unencrypted private key.
3. PGP then recovers the session key and decrypts the message.
Authenticating the message
1. PGP retrieves the sender's public key from the public-key ring, using the Key ID field in the
signature key component of the message as an index.
2. PGP recovers the transmitted message digest.
3. PGP computes the message digest for the received message and compares it to the
transmitted message digest to authenticate.
S/MIME

S/MIME (Secure/Multipurpose Internet Mail Extension) is a security enhancement to the
MIME Internet email format standard, based on technology from RSA Data Security.
Multipurpose Internet Mail Extensions

MIME is an extension to the RFC 822 framework that is intended to address some of the
problems and limitations of the use of SMTP (Simple Mail Transfer Protocol) or some other mail
transfer protocol and RFC 822 for electronic mail. The following limitations of the SMTP/822 scheme:

1. SMTP cannot transmit executable files or other binary objects. A number of schemes are in
use for converting binary files into a text form that can be used by SMTP mail systems,
including the popular UNIX UUencode/UUdecode scheme. However, none of these is a
standard or even a de facto standard.

2. SMTP cannot transmit text data that includes national language characters because these
are represented by 8-bit codes with values of 128 decimal or higher, and SMTP is limited to
7-bit ASCII.

3. SMTP servers may reject mail message over a certain size.



4. SMTP gateways that translate between ASCII and the character code EBCDIC do not use a
consistent set of mappings, resulting in translation problems.

5. SMTP gateways to X.400 electronic mail networks cannot handle nontextual data included in

X.400 messages.
6. Some SMTP implementations do not adhere completely to the SMTP standards defined in
RFC 821. Common problems include:

Overview

Deletion, addition, or reordering of carriage return and linefeed
Truncating or wrapping lines longer than 76 characters
Removal of trailing white space (tab and space characters)
Padding of lines in a message to the same length
Conversion of tab characters into multiple space characters
MIME is intended to resolve these problems in a manner that is compatible with
existing RFC 822 implementations. The specification is provided in RFCs 2045
through 2049.

The MIME specification includes the following elements:

1.

3.

Five new message header fields are defined, which may be included in an RFC 822
header. These fields provide information about the body of the message.

A number of content formats are defined, thus standardizing representations that
support multimedia electronic mail.

Transfer encodings are defined that enable the conversion of any content format
into a form that is protected from alteration by the mail system.

The five header fields defined in MIME are as follows:

MIME-Version: Must have the parameter value 1.0. This field indicates that the
message conforms to RFCs 2045 and 2046.

Content-Type: Describes the data contained in the body with sufficient detail that
the receiving user agent can pick an appropriate agent or mechanism to represent
the data to the user or otherwise deal with the data in an appropriate manner.
Content-Transfer-Encoding: Indicates the type of transformation that has been used
to represent the body of the message in a way that is acceptable for mail transport.
Content-ID: Used to identify MIME entities uniquely in multiple contexts.
Content-Description: A text description of the object with the body; this is useful
when the object is not readable (e.g., audio data).

MIME Content Types
The bulk of the MIME specification is concerned with the definition of a variety of content

types. This reflects the need to provide standardized ways of dealing with a wide variety of

information representations in a multimedia environment.



Type Subtype Description

Text Plain Unformatted text; may be ASCIL or IS0 8859,

Enriched Provides greater form

exibility.

Multipart Mixed The different parts are independent but are to be transmitted together.
They should be presented to the receiver in the order that they appear in
thve mail message.

Parallel Differs from Mixed only in that no order is defined for delivering the parts
to the receiver.

Alternative The different Da"ls re al ernative wersions cfthﬂ same in fo Tatiom.
T eas hi

v the "best” wersion to the wser

Digest Similar to Mixed, but the default ty
rfc&22.

efsubtype of each part is message/

Message rfcB22 The body is itself an encapsulated message that conforms to RFC 822,

Partial US°I1 to allow fragmentation of large mail items, in a way that is
ransparent to the recipient.

External-body | Contains a painter to an object that exists elsewhere.

Image ipeg The image is in JPEG format, JFIF encoding.

gl The image ks in GIF format.
Wideo mpeag MMPEG format.

Susdio Basic Single-channel 8-bit ISDM mu-law encoding at a sample rate of & kHz.

Application | PostScript Adobe Postscript.

| octet-stream General binary data consisting of B-bit bytes.

S/MIME Functionality

S/MIME is very similar to PGP. Both offer the ability to sign and/or encrypt messages. In this

subsection, we briefly summarize S/MIME capability. S/MIME provides the following functions:

Enveloped data: This consists of encrypted content of any type and encrypted-content
encryption keys for one or more recipients.

Signed data: A digital signature is formed by taking the message digest of the content to be
sighed and then encrypting that with the private key of the signer. The content plus
signature are then encoded using base64 encoding. A signed data message can only be
viewed by a recipient with S/MIME capability.

Clear-signed data: As with signed data, a digital signature of the content is formed.
However, in this case, only the digital signature is encoded using base64. As a result,
recipients without S/ MIME capability can view the message content, although they cannot
verify the signature.

Signed and enveloped data: Signed-only and encrypted-only entities may be nested, so that
encrypted data may be signed and signed data or clear-signed data may be encrypted.

IP Security Overview

Applications of IPSec

IPSec provides the capability to secure communications across a LAN, across private and public

WANSs, and across the Internet. Examples of its use include the following:

Secure branch office connectivity over the Internet: A company can build a secure virtual
private network over the Internet or over a public WAN. This enables a business to rely
heavily on the Internet and reduce its need for private networks, saving costs and network
management overhead.

Secure remote access over the Internet: An end user whose system is equipped with IP
security protocols can make a local call to an Internet service provider (ISP) and gain secure
access to a company network. This reduces the cost of toll charges for traveling employees
and telecommuters.

Establishing extranet and intranet connectivity with partners: IPSec can be used to secure
communication with other organizations, ensuring authentication and confidentiality and
providing a key exchange mechanism.



e Enhancing electronic commerce security: Even though some Web and electronic commerce
applications have built-in security protocols, the use of IPSec enhances that security.
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Benefits of IPSec

e When IPSec is implemented in a firewall or router, it provides strong security that can be
applied to all traffic crossing the perimeter. Traffic within a company or workgroup does not
incur the overhead of security-related processing.

e |PSec in a firewall is resistant to bypass if all traffic from the outside must use IP, and the
firewall is the only means of entrance from the Internet into the organization.

e |PSec is below the transport layer (TCP, UDP) and so is transparent to applications. There is
no need to change software on a user or server system when IPSec is implemented in the
firewall or router. Even if IPSec is implemented in end systems, upper-layer software,
including applications, is not affected.

e |PSec can be transparent to end users. There is no need to train users on security
mechanisms, issue keying material on a per-user basis, or revoke keying material when
users leave the organization.

e |PSec can provide security for individual users if needed. This is useful for offsite workers and
for setting up a secure virtual subnetwork within an organization for sensitive applications.

Routing Applications
IPSec can play a vital role in the routing architecture required for internetworking. The following
examples of the use of IPSec. IPSec can assure that

e A router advertisement (a new router advertises its presence) comes from an authorized
router

e A neighbor advertisement (a router seeks to establish or maintain a neighbor relationship
with a router in another routing domain) comes from an authorized router.

o Aredirect message comes from the router to which the initial packet was sent.

e Arouting update is not forged.

Without such security measures, an opponent can disrupt communications or divert some
traffic. Routing protocols such as OSPF should be run on top of security associations
between routers that are defined by IPSec.

IP Security Architecture

IPSec Documents



The IPSec specification consists of numerous documents. The most important of these,

issued in November of 1998, are RFCs 2401, 2402, 2406, and 2408:

RFC 2401: An overview of a security architecture

RFC 2402: Description of a packet authentication extension to IPv4 and IPv6
RFC 2406: Description of a packet encryption extension to IPv4 and IPv6
RFC 2408: Specification of key management capabilities

Support for these features is mandatory for IPv6 and optional for IPv4. In both cases, the security
features are implemented as extension headers that follow the main IP header. The extension
header for authentication is known as the Authentication header; that for encryption is known as
the Encapsulating Security Payload (ESP) header.

The documents are divided into seven groups:

Architecture: Covers the general concepts, security requirements, definitions, and
mechanisms defining IPSec technology.

Encapsulating Security Payload (ESP): Covers the packet format and general issues related
to the use of the ESP for packet encryption and, optionally, authentication.

Authentication Header (AH): Covers the packet format and general issues related to the use
of AH for packet authentication.

Encryption Algorithm: A set of documents that describe how various encryption algorithms
are used for ESP.

Authentication Algorithm: A set of documents that describe how various authentication
algorithms are used for AH and for the authentication option of ESP.

Key Management: Documents that describe key management schemes.

Domain of Interpretation (DOI): Contains values needed for the other documents to relate
to each other. These include identifiers for approved encryption and authentication
algorithms, as well as operational parameters such as key lifetime.

Architecture

ESP AH
protocol protocol

|

Authentication
algorithm

Encryption
algorithm

DOl

A

Key
management

IPSec Services

IPSec provides security services at the IP layer by enabling a system to select required

security protocols, determine the algorithm(s) to use for the service(s), and put in place any
cryptographic keys required to provide the requested services. Two protocols are used to provide
security: an authentication protocol designated by the header of the protocol, Authentication
Header (AH); and a combined encryption/authentication protocol designated by the format of the
packet for that protocol, Encapsulating Security Payload (ESP). The services are



Access control

Connectionless integrity

Data origin authentication

Rejection of replayed packets (a form of partial sequence integrity)
Confidentiality (encryption)

Limited traffic flow confidentiality

AH ESP (encryption ESP (encryption plus

only) authentication)
Access control v v v
Connecctionless integrity v v
Data origin authentication v v
Rejection of replayed packets v v v
Confidentiality v v
Limited traffic flow confidentiality g v

Security Associations

A key concept that appears in both the authentication and confidentiality mechanisms for IP

is the security association (SA). An association is a one-way relationship between a sender and a
receiver that affords security services to the traffic carried on it. If a peer relationship is needed, for
two-way secure exchange, then two security associations are required. Security services are
afforded to an SA for the use of AH or ESP, but not both.

A security association is uniquely identified by three parameters:

Security Parameters Index (SPI): A bit string assigned to this SA and having local significance
only. The SPI is carried in AH and ESP headers to enable the receiving system to select the
SA under which a received packet will be processed.

IP Destination Address: Currently, only unicast addresses are allowed; this is the address of
the destination endpoint of the SA, which may be an end user system or a network system
such as a firewall or router.

Security Protocol Identifier: This indicates whether the association is an AH or ESP security
association.

SA Parameters

Sequence Number Counter: A 32-bit value used to generate the Sequence Number field in
AH or ESP headers.

Sequence Counter Overflow: A flag indicating whether overflow of the Sequence Number
Counter should generate an auditable event and prevent further transmission of packets on
this SA.

Anti-Replay Window: Used to determine whether an inbound AH or ESP packet is a replay.
AH Information: Authentication algorithm, keys, key lifetimes, and related parameters being
used with AH.

ESP Information: Encryption and authentication algorithm, keys, initialization values, key
lifetimes, and related parameters being used with ESP.

Lifetime of This Security Association: A time interval or byte count after which an SA must
be replaced with a new SA (and new SPI) or terminated, plus an indication of which of these
actions should occur.

IPSec Protocol Mode: Tunnel, transport, or wildcard (required for all implementations).

Path MTU: Any observed path maximum transmission unit (maximum size of a packet that
can be transmitted without fragmentation) and aging variables.



The key management mechanism that is used to distribute keys is coupled to the authentication
and privacy mechanisms only by way of the Security Parameters Index. Hence, authentication and
privacy have been specified independent of any specific key management mechanism.
SA Selectors
IPSec provides the user with considerable flexibility in the way in which IPSec services are applied to
IP traffic. SAs can be combined in a number of ways to yield the desired user configuration.
Furthermore, IPSec provides a high degree of granularity in discriminating between traffic that is
afforded IPSec protection and traffic that is allowed to bypass IPSec, in the former case relating IP
traffic to specific SAs.
The means by which IP traffic is related to specific SAs (or no SA in the case of traffic allowed to
bypass IPSec) is the nominal Security Policy Database (SPD). In its simplest form, an SPD contains
entries, each of which defines a subset of IP traffic and points to an SA for that traffic. In more
complex environments, there may be multiple entries that potentially relate to a single SA or
multiple SAs associated with a single SPD entry. The reader is referred to the relevant IPSec
documents for a full discussion.
Each SPD entry is defined by a set of IP and upper-layer protocol field values, called selectors. In
effect, these selectors are used to filter outgoing traffic in order to map it into a particular SA.
Outbound processing obeys the following general sequence for each IP packet:

1. Compare the values of the appropriate fields in the packet (the selector fields) against the

SPD to find a matching SPD entry, which will point to zero or more SAs.

2. Determine the SA if any for this packet and its associated SPI.
3. Do the required IPSec processing (i.e., AH or ESP processing).
The following selectors determine an SPD entry:

e Destination IP Address: This may be a single IP address, an enumerated list or range of
addresses, or a wildcard (mask) address. The latter two are required to support more
than one destination system sharing the same SA (e.g., behind a firewall).

e Source IP Address: This may be a single IP address, an enumerated list or range of
addresses, or a wildcard (mask) address. The latter two are required to support more
than one source system sharing the same SA (e.g., behind a firewall).

e UserlID: A user identifier from the operating system. This is not a field in the IP or upper-
layer headers but is available if IPSec is running on the same operating system as the
user.

e Data Sensitivity Level: Used for systems providing information flow security (e.g.,
Secret or Unclassified).

e Transport Layer Protocol: Obtained from the IPv4 Protocol or IPv6 Next Header field.
This may be an individual protocol number, a list of protocol numbers, or a range of
protocol numbers.

e Source and Destination Ports: These may be individual TCP or UDP port values, an
enumerated list of ports, or a wildcard port.

Transport and Tunnel Modes



Transport Mode SA

Tunnel Mode SA

AH Authenticates IP payload and Authenticates entire inner IP
selected portions of IP header and packet (inner header plus IP
IPv6 extension headers. payload) plus selected portions of
outer IP header and outer IPvG
extension headers.
ESP Encrypts IP payload and any IPv6

ESP with Authentication

Encrypts entire inner 1P packet.
extension headers following the
ESP header.

Encrypts IP payload and any IPv6
extension headers following the
ESP header. Authenticates IP
payload but not IP header.

Encrypts entire inner IP packet.
Authenticates inner IP packet.

Authentication Header
The Authentication Header consists of the following fields:

Next Header (8 bits): Identifies the type of header immediately following this header.
Payload Length (8 bits): Length of Authentication Header in 32-bit words, minus 2. For
example, the default length of the authentication data field is 96 bits, or three 32-bit words.
With a three-word fixed header, there are a total of six words in the header, and the
Payload Length field has a value of 4.

Reserved (16 bits): For future use.

Security Parameters Index (32 bits): Identifies a security association.

Sequence Number (32 bits): A monotonically increasing counter value, discussed later.
Authentication Data (variable): A variable-length field (must be an integral number of 32-bit
words) that contains the Integrity Check Value (ICV), or MAC, for this packet, discussed later.

Bit: 0 8 16 3

Next header Payload length RESERVED

Security parameters index (SPI)

Sequence number

Authentication data (vanable)

Encapsulating Security Payload

The Encapsulating Security Payload provides confidentiality services, including confidentiality of
message contents and limited traffic flow confidentiality. As an optional feature, ESP can also
provide an authentication service.

ESP Format — Format of ESP packet

It contains the following fields:

Security Parameters Index (32 bits): Identifies a security association.

Sequence Number (32 bits): A monotonically increasing counter value; this provides an
antireplay function, as discussed for AH.

Payload Data (variable): This is a transport-level segment (transport mode) or IP packet
(tunnel mode) that is protected by encryption



e Padding (0255 bytes): The purpose of this field is discussed later.
e Pad Length (8 bits): Indicates the number of pad bytes immediately preceding this field.
e Next Header (8 bits): Identifies the type of data contained in the payload data field by
identifying the first header in that payload.
e Authentication Data (variable): A variable-length field (must be an integral number of 32-bit
words) that contains the Integrity Check Value computed over the ESP packet minus the
Authentication Data field.
Combining Security Associations

An individual SA can implement either the AH or ESP protocol but not both. Sometimes a
particular traffic flow will call for the services provided by both AH and ESP. Further, a particular
traffic flow may require IPSec services between hosts and, for that same flow, separate services
between security gateways, such as firewalls. In all of these cases, multiple SAs must be employed
for the same traffic flow to achieve the desired IPSec services. The term security association bundle
refers to a sequence of SAs through which traffic must be processed to provide a desired set of IPSec
services. The SAs in a bundle may terminate at different endpoints or at the same endpoints.

Security associations may be combined into bundles in two ways:

e Transport adjacency: Refers to applying more than one security protocol to the same IP
packet, without invoking tunneling. This approach to combining AH and ESP allows for only
one level of combination; further nesting yields no added benefit since the processing is
performed at one IPsec instance: the (ultimate) destination.

e [terated tunneling: Refers to the application of multiple layers of security protocols effected
through IP tunneling. This approach allows for multiple levels of nesting, since each tunnel
can originate or terminate at a different IPsec site along the path.

The two approaches can be combined, for example, by having a transport SA between hosts travel
part of the way through a tunnel SA between security gateways.

Authentication Plus Confidentiality

Encryption and authentication can be combined in order to transmit an IP packet that has both
confidentiality and authentication between hosts. We look at several approaches.
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In this approach, the user first applies ESP to the data to be protected and then appends the
authentication data field. There are actually two subcases:

Transport mode ESP: Authentication and encryption apply to the IP payload delivered to the
host, but the IP header is not protected.

Tunnel mode ESP: Authentication applies to the entire IP packet delivered to the outer IP
destination address (e.g., a firewall), and authentication is performed at that destination.
The entire inner IP packet is protected by the privacy mechanism, for delivery to the inner IP
destination.

Web Security

Web now widely used by business, government, individuals
but Internet & Web are vulnerable
have a variety of threats

integrity
— confidentiality
denial of service

— authentication
need added security mechanisms

SSL (Secure Socket Layer)

transport layer security service

originally developed by Netscape

version 3 designed with public input

subsequently became Internet standard known as TLS (Transport Layer Security)
uses TCP to provide a reliable end-to-end service

SSL has two layers of protocols

SSL Architecture
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SSL session
— an association between client & server
— created by the Handshake Protocol




— define a set of cryptographic parameters
— may be shared by multiple SSL connections
* SSL connection
— atransient, peer-to-peer, communications link
— associated with 1 SSL session
SSL Record Protocol
* confidentiality
— using symmetric encryption with a shared secret key defined by Handshake
Protocol
— IDEA, RC2-40, DES-40, DES, 3DES, Fortezza, RC4-40, RC4-128
— message is compressed before encryption
* message integrity
— using a MAC with shared secret key
— similar to HMAC but with different padding
SSL Alert Protocol
* conveys SSL-related alerts to peer entity
* severity
* warning or fatal
* specific alert
* unexpected message, bad record mac, decompression failure, handshake
failure, illegal parameter
* close notify, no certificate, bad certificate, unsupported certificate,
certificate revoked, certificate expired, certificate unknown
* compressed & encrypted like all SSL data
SSL Handshake Protocol
+ allows server & client to:
— authenticate each other
— to negotiate encryption & MAC algorithms
— to negotiate cryptographic keys to be used
* comprises a series of messages in phases
— Establish Security Capabilities

Server Authentication and Key Exchange
— Client Authentication and Key Exchange
Finish
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Client Server
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Phase 2
Server may =cnd certificate., key exchange.
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Phase 3

Client sends certificate if reguested. Client
sends key exchange., Client may send
certificate vernfication.

_spec

change_ciphel

Phasee 4
Change cipher suite and MNnish
handshake protocol.

TLS (Transport Layer Security)

IETF standard RFC 2246 similar to SSLv3
with minor differences
— inrecord format version number
— uses HMAC for MAC
— apseudo-random function expands secrets
— has additional alert codes
— some changes in supported ciphers
— changes in certificate negotiations
— changes in use of padding

Secure Electronic Transactions (SET)

open encryption & security specification
to protect Internet credit card transactions
developed in 1996 by Mastercard, Visa etc
not a payment system
rather a set of security protocols & formats
— secure communications amongst parties
— trust from use of X.509v3 certificates

MNote: Shaded transfers are

opticonal or situs: 1-dependent

messagaes that are not always sent.

— privacy by restricted info to those who need it
SET Components



Merchant

Internet

Cardholder

Certificate
Authority
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Issuer

Payment
Network

Acquirer Pavment
Gateway

SET Transaction
1. customer opens account
customer receives a certificate
merchants have their own certificates
customer places an order
merchant is verified
order and payment are sent
merchant requests payment authorization
merchant confirms order
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merchant provides goods or service
10. merchant requests payment



